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The New Citizenship

Tt not an understaement to say that the digital world has changed how people hc..l'..l\c
and function 48 dtizens of the “real” world. Users dive, work and interact not only in the
physical world, but in a digiaal, vietual world as well, Edocators must prepare .\llldi.":llﬁ
to live in 4 world withoue physical boundaries and hielp them learn how o \\'I?I'k with
athers, virteal or otherwise. *Citizenship™ in this sense takes on 1 new meaning beyond

our normal uidersranding of zeorraphical navions, stares, and communitivs, [indeed,

this new citizenship is global in nature. American children will have to learn how 1o
work with technology users trom India, China, Russia and around the world. A COIMNIoN
framework, such as digital citizenship, provides everyone with a starting point for under

standing cach other,

Teaching this new citizenship goes beyond stmply expressing rules and polices. All educa
tors must help students understand that digisal technology makes them, ina very real
sense, citizens of the world. As such, educators should look at technology not just as a
collection of toys or gadgets, but as tools that allow individuals o commuicate and, ulei
mately, create socicey. [n short, they need to engage with digital rechnology i the same

way their students already do.

I’ not a strerch to say that digital technology has become ingrained in our socicty, to
the poine where it is often difficult to separate the technology from the users. Just ask any
office worker what he or she would do if the company’s computer network went down.
The commingling of bits, bytes, headspace, and office space illusteares the importance
and challenges of digital citizenship -namely that a balance must be struck between tech-
nology and the peopte who usc it.

The nexr chapter fucuses on the nine elements ot digirat citizenship. By exploring these
clements, teachers and rechnology leaders can gain a better understanding of how the
issues of digital technology relate to the concept of digiral ¢itizenship,
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The Basics of DYigiral Cirizenship o CHAPTER 1

FLEMENT 1
DIGITAL ACCESS: full clectronic participation in socicty, Can all nsers participate in
a digital society at acceprable levels if they choose?

ELEMENT 2
DIGITAL COMMERCE: clectronic buying and selling of goods. Do users have the
knowledge and protection to buy and seil in a digital world?

CLUMENT 3
DIGITAL COMMUNICATION: clectronic exchange of intormation. Do users under-
stand the various digital communication methods and when each is appropriate?

ELEMENT ¢
DIGITAL LITERACY: process of teaching and learning about technology and the use
ot technology. Have users taken the time to learn about digital technologies and do
they share thar knowledge with others?

FLEMENT 5
DIGITAL ETIQUETTE: clectronic standards of conduct or procedure. 130 users
consider others when using digital technologies?

CLECMENT 5
DIGITAL LAW: clectronic responsilility for actions and deeds. Are users aware of laws
(rules, policies) that govern the use of digital technologics?

CLEMENT 7
DIGITAL RIGHTS AND RESPONSIBILITIES: those requitements and freedoms
extended to everyone in a digital world. Are users ready to protect the rights of others
and ro detend their own digital righrs?

CLEMENT 4

DIGITAL HEALTH AND WELLNESS: physical and psychological well being in a digital
technology world. Do users consider the risks (both physical and psychological) when
using digital technologics?

ELZMENT 9

DIGITAL SECURITY (SELF-PROTECTIONY): clectronic precautions to guarantee
safety. Do users take the rime to protect their information while taking precautions to
protect others” data as well?

These nine elements and their core questions form the backbone of Digital Citizenship
and the creation of a digitat citizenry. All users of technology must act, as well as teach
others in appropriate ways. ‘Fhese should be the duries of all digiral citizens.
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Digltal Citizenshlp - Example Topics and Essential Questions

Why do people cyberbully?

How can you prevent cyberbullying?

How should you respond as a victim or as a bystander?
Who should you contact about cyberbullying?

What is the NJ Anti-Bullying law?

Social N king Satety:
Who should you “friend” on a social network?

What is appropriate for posting and what is unsafe?
How should you set privacy settings?

What are some tips for posting photos or videos?
What are the potential consequences for misuse?

What is copyright law and why does it exist?

What are “rights” and how are you granted them under copyright law?

What is "fair use” and why does it cover much of what students do?

How has technology complicated the whole concept - physical media vs. digital bits?
How have online music stores like iTunes and streaming music sites like Pandora fit into
the concept of copyright?

What are plagiarism and piracy?

What is a Creative Commons license?

Current laws, issues/controversies - DMCA, SOPA/PIPA, Mega Upload, Anonymous

Cyber Security

What is malware and how do you protect your computer from it?

What is identity theft?

What information is needed to steal someone’s identity?

How do you prevent identity theft?

How do you respond to identity theft?

Could also segue into a personal finance unit - credit cards, credit rating, etc.

Int ion Li
What are sources and how does one evaluate a source?

Primary sources vs. secondary

What is bias and find examples of websites that are biased

Website clues - where is the page located and what is the extension?



Information Literacy & Digital Citizenship

Objectives:

SWBAT utilize print and electronic sources effectively for research

SWBAT practice safe Internet and cell phone use

SWBAT list techniques for avoiding cyber bullying and identity theft online
SWBAT define the terms copyright, creative commons, and fair use

SWBAT evaluate a website for bias and accuracy

SWBAT post research findings to a class blog

SWBAT prepare and deliver a multimedia presentation on a research topic

NJ Standards:
8.1.8.D.1,8.1.8.D.2,8.1.8.0.3,8.1.8.A.3,8.1.8.B.1

Procedures:

1. Give an introduction about each of these 5 topics - Cyber Bullying, Identity Theft,
Social Networking Safety, Copyrights/Creative Commons/Fair Use, and Website
Evaluation.

2. Divide up the topics among the tables and provide information about the two
assignments - a presentation and a script. 2-3 students per group.

3. Students will search netTrekker to get additional information about their topic.
They may also choose to use books or other websites to get information.

4. Students will work collaboratively on their PowerPoint presentation and script.
Provide instruction as needed.

5. Students will deliver their presentations to the class and write answers on the
listening guide when they watch the other presentations.

Closure:
Review the listening guide to ensure that all students got the answers on the listening
guide; this will be their study guide for the quiz.

Assessment:
Quiz on the information.

Meodifications:
Some students can be provided with a list of specific websites or a printout of an article
from which to get their information, provide completed listening guide if needed.



Topic 1 - Cyber Bullying

» What are some exampleg?_>
* How can it be prevented?

» What should you do if you are a vicim?

» What is the role of bystanders?

» What are the consequcnces of cyber bullying?
» What is the NJ Anti-Bullying Bill of Rights?

» Suggested site: http://cyberbullyg11.org/

Topic 2 — Social Networking

e
@)
 How do you stay safe on a social networking site?

* What should and what shouldn’t you post on a social
networking site?

* How should you set privacy settings?

* What are somc ways that kids have gotten in trouble
because of social networking?

¢ Suggested site: http://www.getsafeonline.org/
nqcontent.cfm?a_id=1459

3/11/13



Topic 3 — Copyrights and You

O
» What is the purpose of copyright law?
» What does it mean if a work is copyrighted?
* When are you allowed to use copyrighted work
without permission ( fair use)?
* Define the terms plagiarism and piracy.
* What is a Creative Commons License?
e Search terms: “copyright law”, “fair use”

» Suggested site: http://www.cyberbee.com/
cb_copyright.swf

Topic 4 — Identity Theft/Cyber Securi

o What is identity theft?

¢ What are scams and how do you avoid them?

e What are some safety tips for online shopping?
* How do you identify a secure website?

* How do you keep your computer and wireless
network secure?

» Search terms: “identity theft”, “internct scams”,
“online shopping”

« Suggested site: http://www.getsafeonline.org/
nqcontent.cfm?a_id=1121

3/11/13



Topic 5 — Information Literacy

O

¢ How do you evaluate a website for accuracy and
usefulness?

» How might a website on a controversial topic be
biased? Can you find an example?

e What are some tips for improving your searches?

* What do the extensions .com, .edu, and .org mean?
e Why are books still relevant and important?

» Search terms: “evaluate websites”

» Suggested sites: http://lib.nmsu.edu/ mstruc.tlon/
evalcrit.html

3/11/13



Use the website: safe.met.polive.uk Click on the Just Want the Facts and Internet Safety

Font size 14 BOLD underline

Digital Citizenship Assignment € and centered

Your Name ¢ Double Space

Plain Text, centered size 12

s LEfU Alignment, put answer in
Italics, single space, at least 2
sentences

Why is it important to stay safe online?

Double space between paragraphs

State one of the "Golden Rules” and explain why you think it is important. (atleast three
sentences, single space, plain text, right alignment).

Double space between paragraphs

List the four examples of Social Networking

List Centered and double
examples ge~——— spaced, font color dark
of social red, font size 14

networking

here

Double space after list

Read about Cyber bullying. Explain some ways cyber bullies can harass someone through
the Internet (at least 3 sentences, single space, plain text, left alignment, Arial font, size 14).

Double space between paragraphs

Apple Casual font,
Scroll down to “Making Friends”. Read over this section and explain in size 16, color dark

your own words some problems you could face when making friendson  pye, single space,
the Internet (at least four sentences). : Justify text alignment

Change the left and right margins to 1.5 inches.

Save the document as “Digital Citizenship”. Print one copy to turn in,
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CATEGORIZE IT

Determine if the foilowing statements are safe or not sale. If [t is safe, write the werd SAFE on
the tine. If it is not safe, write the words NOT SAFE on the iine.

Someone | chat with online asks me to email a picture of myself to them, | don't really
knaw the person,

I'won a contest online, To mail my prize to me, they need my home address and
tefephone number.

My best friend wants to play with my virtual pet online and asks for my secret
password so she can log oa,

| use the computer in my kitchen or family room,

While | am at my friend's house,  don't have to follow my pareat’s rules about using
the computer,

| ask my parents if | can meet an online friend,

| delete an email message from someone | don't know.

~ Kids from schoo! sent me an email that made me uncomfortable, 50 ) wrote a mean
message back to them.

THINK ABOUT lT Why do we need safety rutes for using the Internet?
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